
Malware Quiz 3 Analysis 

NOTE 

The file BoOtIoS2.exe-e50e87ad5d34cf8d16d01447821d629d.zip was renamed to 
malware.bin.exe for ease of analysis. I couldn’t stand the idea of typing that into a 
command line program. ;-) 

1. What is a .cmd extension? In which systems that this file extension would 
work? 

A .cmd extension denotes a script file that can be executed by the Windows command 
interpreter. It works on MS Windows systems running NT and above. 

2. Did you check the MD5 of the unzipped binary? Does it match? 

Yes i used Hksfv to generate an MD5 of the file. This matched the MD5 in the file 
name (e50e87ad5d34cf8d16d01447821d629d ). The file doesn’t appear to have been 
tampered with. 

3. Is it packed? If yes, which packed was used? 

Yes it is Archived ( SFX ) with Winrar and Packed with UPX. 

In explorer view the default icon shows it is associated with Winrar. 

 

Clicking on the properties of this file shows the following 

  



Ok, it appears to be a self extracting RAR file. But is that all? 

Using the Strings program the following string information was identified. 

UPX 1.20 
msnupdater.cmd 
yahoohomepage.html 
msnhomepage.html 
Winrar 

So it appears to have a reference to the packer UPX as well. Time to test this… 

 UPX – t <filename> 

 

Yes. It’s a UPX packed file. Just to double check, fired up PEID.  

  

 Now to remove UPX packing. 

 



Unpacked. Looking at the unpacked file with Strings suggests it is just a WinRar 
archive. 

4. What is this piece of malware claiming to be? 

From the WinRar comments it claims to be an Updater for MSN and Yahoo Home 
Pages. 

 

  

5. Please describe the process which this malware will try to get installed on the 
system. 

Running the .exe file will extract the following files to what ever is the system root ( 
commonly c:\windows ). 
 

Msnhompage.html 
Msnupdater.cmd 
Yahoohomepage.html 
5577.reg 
2377.reg  
 



 

 
It will then execute the msnupdater.cmd script file 

 

This silently ( regedit.exe /S )  adds the two .reg files to the windows registry 

 

File 2377.reg 

 



This reduces the security settings of Internet Explorer in all zones for the current user, 
particularly the Internet and Restricted zones. It allows the running of dangerous 
ActiveX controls and scripting in all zones. 

The 5 zones which are modified in Internet Explorer are below 

 

The modifications are to permit (dword value : 000000000 ) the following 

1004 Download unsigned ActiveX controls 
1201 Initialize and script ActiveX controls not marked as safe1 
1406 Access data sources across domains 
1A04 Don't prompt for client certificate selection when no 
        certificates or only one certificate exists ( IE 6 or later ) 
1001 Download signed ActiveX controls 
1200 Run ActiveX controls and plug-ins 
1400 Active scripting 
1606 Userdata persistence 
1607 Navigate sub-frames across different domains  

The final line of the registry key is zonemap\protocoldefaults 

“http”=dword :00000000 

This seems to set the default http protocol to execute in zone 0 ( my computer ) which 
is the least restrictive when opening web pages ( such as msnhomepage.html and 
Yahoohompage.html ) 

File 5577.reg 

This adds UNMT.exe to the registry so that it is always run regardless of which user 
logs on. 

 

The unmt.exe file may be downloaded by one of the webpages. 

The msnupdater.cmd runs in a command windows and echoes “Updating Windows 
Shell Files” and “Updating windows Shell Files is now complete” to the screen. This 
may happen so fast that very little is seen on the screen. 

6. After some investigation on a machine that had this malware installed, was 
verified that the machine was trying to access something related to "*msn*" and 



"*yahoo*"... Does this malware have something to do with it? If so, with which 
purpose? :-) 

Yes it does. The SFX archive extracts two files, Msnhompage.html and 
Yahoohomepage.html. These are then executed by the msnupdater.cmd file which is 
run automatically when the .exe is run. 

7. In the same machine, was observed that some registers were messed 
up...Again, does this malware have something to do with it? If so, why? 

Yes, the malware does modify the registry. It silently adds the contest of the 2 .reg 
files mentioned above (5577.reg and 2377.reg ) 

 

8. Please, describe how this malware tries to install softwares (and which ones) in 
the machine... 

After lowering the Internet Explorer security settings msnupdater.cmd executes the 
msnhomepage.html and yahoohomepage.html 

Msnhomepage.html 

 

 

This script displays ‘Welcome to MSN.com’ in the title bar of the default browser. It 
then attempts to run a javascript from 

Static.windupdates.com/prompts/a372a171/a770ab73.js 

Ahh. Windupdates. Home of ‘targed advertising’. Not MS updates but something 
more insidious( http://www3.ca.com/securityadvisor/pest/pest.aspx?id=453094091 ) 

After 20 seconds the page is redirected to www.razor-radio.us ( which appears 
innocuous ) 

Downloading the javascript file show that a deliberate attempt to hide its function has 
been made. 

 



A770ab73.js 

 

Hmm. Lots of work required to decode this… 

 

Yahoohomepage.html 

 

This loads a different script from 

 http://static.windupdates.com/prompts/a376ab73/a776a174.js 

again the content is obscured. 



 

As well as downloading content from the ‘targeted advertising site’ it also attempts to 
install the xxxtoolbar software 
(http://www3.ca.com/securityadvisor/pest/pest.aspx?id=453075196 ) 

The page displays “welcome to Yahoo.com” in the title of the web browser and 
redirects to www.yahoo.com after 115 seconds  

9. If you could give only one advise to your users, based on what you observed on 
this malware, what would you say? 

Only run executables from trusted sources, and which you expect to receive. 

10. Do you think that our affected user was lying to the IR Team? 

Hmm. Do users lie? Some are careless, some make misinformed choices, some are 
not aware of the actions they have taken. The web site static.windupdates.com may 
appear to be a windows update site to the user, but actually isn’t. Do they actually see 
this site? The user probably isn’t lying about this, although how the original 
malware.exe file arrived on the PC is another matter. 

11. Finally(!!), how would you classify this malware? 

I would classify it as a Downloader. It modifies registry entries to weaken Internet 
Explorer security settings. It then connects to two web pages to download additional 
malware ( XXXtoolbar and Windupdater )  
 
 
 
 
 
 
 
 
 



Additional Info 
 
Scan results of the .exe file from Virustotal 
 

 
 
Scan results of the .exe file from Jotti 
 

 
 
 
 
 
Who owns these websites 

Going to www.samspade.org and doing a Whois on Static.windupdates.com 



.  

Shows it is registered to that lovely company 180Solutions. 

Install.xxxtoolbar.com has the following record 



 

And Finally… 
 
Well what about that obscured javascript. Well I started hacking the code around and 
it appears to contain 2 functions and lots of variables all obscured by using the .slice 
method. After wasting about an hour I decided that this was for another day. Will it 
provide more information regarding the unmt.exe or another wild goose chase. You 
never know ;-) 
 
Useful Tools & Links 
 
 
Hksfv  ( MD5 checker ) 
 

http://www.big-o-software.com/products/hksfv/ 
 

Peid  
 

http://peid.has.it/ 
 

Strings 
 

http://www.sysinternals.com/Utilities/Strings.html 
 

Pspad 
 

http://www.pspad.com/ 
 

Winrar 
 

http://www.rarlab.com/ 
 

UPX 
 

http://upx.sourceforge.net/ 
 



ScreenHunter 
 

http://www.wisdom-soft.com/products/screenhunter.htm 
 

VirsuTotal  
 

http://www.virustotal.com/flash/index_en.html 
 

Jotti Malware Scan 
 

http://virusscan.jotti.org/ 
 

Internet Explorer 
Security Zones Registry 
Entries 

http://support.microsoft.com/default.aspx?scid=182569 

 
SamSpade Online tools 
 

http://www.samspade.org/t/ 

 
 


